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¢ describe technnlogies that are the foundation of loT systems, Cloud Computing, and
Blockchain.

© evaluate how different stakeholders' culture, values, and (sometimes conflicting) interest
affect Al system design.
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This unit is dedicated to | f.férent \ eﬁhnt}ogies that have enabled Internet of Things (loT) and
Blockchain a tr.ﬂhqﬂs i also discusses how different stakeholders' culture, values and
[sometlmesic hf“cting) interests affect Al System designs.

5.1 Introduction to Internet of Things

Internet of Things (loT) is made up of two
words, that is, Internet and Things. Things
here means physical devices such as, 3-5
smart mobiles, smart watches, smart

security systems, medical sensors, home

appliances, smart light bulb, smart door

bell, smart door lock, smart TV, etc.

Internet is through which these devices

are connected for communication. These

devices are smaller in size, have higher

processing power and use longer battery
power, due to advancement i
technologies. The wireless'\technologi
used for creating loT netv&wks are — —
Bluetooth, If.' \%Dﬁﬂ HQ@NFG {Near Field Cummumcation) Smartheme with loT devices is shown in
Fig.5.1. |\

5.2 Technologies that Enabled Internet of Things

The following are the technologles that enabled Internet of Things.
@ Wireless Sensor Networks (WSNsi
¢ Cloud Computing
)
[

A || Fhines Works

Big Data Analytics
Communication Protocols
¢ Embedded Systems :

i taven
o Lt s len

S Lamputerwor b
il sult the techimcal

5.2.1 Wireless Sensor Network

It is a network af physical devices, appliances, machines and physical ghjects that can
communicate through wireless channels. The devices of a WSN &are emﬁeddid ‘with sensors and
software. Three types of sensors are used to- mm\ltur envqunrmn‘rzl and physical conditions.
These are environmental sen;ors ipdustﬁal sensors and motion'detection semsors.

L
Environmental sensors are used for measunng and monitoring environmental conditions.

These mclude s?n;;ms, ﬁunh as temperature, humidity, air quality, air pressure, wind speed and
u '

s e T e e e
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ligh 2ssh : oo
ight sensors as shown in Fig.5.2. S\ (COWN
g 7 —\ =\ |r’l ?} \'\K/

r'_F\\\\\\\I /
-( \‘ \j \\ A\ | U

W1rgles§ Humidity, Temperature and Indoor Air
Vibration and Humidity Sensor Quality Meter
Light Sensor

Atmospheric Air
Pressure Sensor
(Barometer}

Wmd Spee g?
Industrial sens or measuring and monitoring of physical quantities in

o : ‘ ‘
manufacturing pro . These include heat, pressure, gas, vibration, viscosity, fluid flow and

magnetic field sensors.

Industrial Water Wireless Mz gnetic
Pressure Flow Sensor Field Serior

Senso‘rs

Motion detection sensors are used to dete@ mdvgmaﬁ‘( 0 Nufr( ps ﬁr‘/oﬁjects in its
surrounding. These are commonly u;ed to réueqb’ un(anthgrvzetimév ent in restricted areas.

These include ultrasonic, proximlfy),\ \\v‘épratl &@é\nﬁr&d (PIR) sensors.
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Proximity Sensor PIR Sensor used Ultrasonic Sensor
for detecting motion for measuring distance

Some examples of WSNs used in loT systems are:
@ Surveillance systems
@ Weather monitoring systems
B /;? \\) \\j\

@ Structural health monitoring systems in CIY‘M engineer nﬁ%f ? \o
@ Smart grid electricity network tcﬂ?poa%pf amd Qlan\;gb ' transport of electricity

5.2.2 Cloud Comﬁﬂ ‘kﬁf\\ N

It is an IT in s\ﬂdﬁv&tm;/tﬁat provides data storage, databases, servers, networking and
applicaﬁ@\g\é&dare services over the Internet.

There are four types of cloud computing models, public cloud, private cloud, community cloud
and hybrid cloud as shown in Fig.5.5.

Hybrid t'.luud
Types af
Cloud

Public Cloud

In this cloud cogwu\ g‘mmdel 'resources are owned and operated by a cloud service provider

instead %\& alled in-house on local devices. The resources that are delivered to
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businesses and organizations over the Internet include servers,’softwar/e and stnrage These
resources are managed and maintained by the claud‘ semce\ prawder “Public cloud service
providers offer security to customers because uf senﬁ:twé dati stored in the cloud. Public cloud
provides high speed cunnectl‘fr‘ﬁv m ensme rap\idaccess to applications and data.

It provides services to remdt;e usefs al[over the world The services can be free or offered on pay-
per-usage or Qm{\ EUﬂﬁsn\ptmn charges. Some examples of cloud computing are Amazon Web
Services (AWS), Microsoft Azure and Google Cloud.

Private Cloud .

This cloud computing model runs on a privately owned IT infrastructure that is used inside a single
organization. In other words, cloud computing is dedicated to a single organization. This
computing model requires huge investment as opposed to public cloud computing model. The
user organization is responsible for the operation and maintenance of infrastructure (hardware,
software, network, etc.). Private cloud solution provides more control over servers and computer

network. It offers better performance, reliability and greater flexibility compared to public
cloud.

Community Cloud

Community cloud model is a cloud infrastructure that provides access an/d sgrviw;es to multiple
organizations to share information. It is suitable fn;argamzatt&ngwbﬁ ha;w@éhﬁmon CONCerns or
needs such as application, security, policy, nﬁ;sszqn and col‘npt}\ﬂte 1t is owned, managed and
operated by one or more orgamiatwnﬁn th\ comnmn\tynr a third party. It can be on-site or off-
site. It is cost effective as it is shared by many organizations. It is more secure than public clotd
but less secure thawaqui\wé cloud: -

Hybrid Cloud NAA

Hybrid cloud is a combination of public and private cloud. This cloud computing model uses
technology that allows data and applications to be shared between public and private clouds. The
organizations use public cloud for performing certain tasks and store their sensitive and critical
data and applications on the private cloud for fast access and security reasons.

5.2.3 Big Data Analytics

Big data analytics is concerned with collecting extremely big data from various resources and
using analytics software to find out market trends, patterns and insights. It is used to make better
business decisions and design smart solutions to provide better customer services and generate
more revenue.

Huge volume of data is created in our daily life from various digital resources. Thede inelude
banking transactions, customer databases, medical records, ema1ls, mobﬂe E(PPSJ etc. which
cannot be handled by traditional databases. The data gahhered By wT;Iew:es is transformed into

actionable information by blg data analy‘ﬂts Iﬁ lmpr Ii\'& IZIE'CISIUD mahlng




The following are some‘areamf brg datah{aaryttcs.
Healthcare indust(y )

Transﬂnﬁhnﬁhst?y .

Banking and financial services

Weather patterns and trends
Insurance industry

Digital marketing

Media and entertainment
Business insights

Government sector

5.2.4 Communication Protocols

~a\

loT communication protocol is a set of rules that govern how data is traf({fjs}rrvc‘zdand nderstood
between physical devices, sensors and tl'pe end users Prot&&\ ls pﬁ‘»-ﬂhde exchange of ii.formation
and methods of connection between lo’Fﬂevﬁes an)endmersg It is needed for proper functioning

\ '-,‘\ - /

of loT-enabled devices. f Q

5:2.5 El'ﬂbeqﬁqg ﬁystems

Embedd&]xg tems are small electronic | e
devices which are combination of hardware ﬁ

and firmware. Firmware is software that is »
permanently installed in a device or || & e St Q‘
electronic machine. Embedded systems have

a microcontroller or a microprocessor that | - :
controls the operation of embedded systems ‘ o
through firmware. Embedded system is | |yoipvision il
designed to perform a specific task. Some

embedded system are shown in Fig.5.6. ’l!

Fax machina Security system

|

Embedded systems have various Audio systom hﬁ? Oven
applications in loT such as they can monitor a Ultra suurld '
room's temperature and automatically adjust ‘
the thermostat. Embedded systems are used
in a large varlety of devices. These include,_'
medical equipment, home apphancés &nin '

Eqmpment Embeddgqusl:ems Ihelp 1‘ n lmplemen ting various loT solutions.

NN
N
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A Blockchain is a digital ledge‘ (database)\of ‘transactions that is shared and maintained by
network users. The le gemﬁahstaf COI'ItInUDUSl‘ngI’DWII'Ig records, known a blocks. The blocks are
chained togeth?m a‘s ih\dwn in Fig.5.7, using cryptography. Cryptography ensures that the
transaction data is secure and immutable. It cannot be hacked or altered.

Blockchain Technology
Digital Ledger of Transactions Data

Tk DT (R SRR
chain Technology 0T

There are three technologies that enabled Blockchain. ~ < \I. 1\ (C p
M\ " V’ 4/ // '-.' o~
A § AN

© Cryptography A O A \ \ :‘3\7 |

€@ Blockchain networks
0 Transaction DI‘DCESS on Jhen Wm*k
\ ‘
a “\j N|\ N

. -3
(‘E Teacher’s Guide

Blockchain for 511“'3 A “::lll"l‘.l.f_i'-

Introduction”

https://coinmarketcap.com/currencie

hlockchain t«

> ll»J!}\_.h(llH_:: =

in an enjoyable an d

rating manner.

5.4.1 Cryptography e \
Cryptography is technology that protects qurmatmnaﬁd ¢ommUn1ca¢19ns by coding it in such a

way that only those for whom it is mtended can) read and 'pracess it. Cryptography provides
confidentiality, integri ty and authentieation Y\he tcrplc of cryptography is explained in Unit 1,
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5.4. ZB!uckchainNetwdrks \B )
There ar {H{K \jé\ld xWays cf building Blockchain networks. These are public, private,
penmsmoﬁ@& and consortium networks as shown in Fig.5.9. The purpose of all these networks is
toshare the ledger among all the participants using Blockchain.

Public Blockchain Net

Public Bluckchm is\one t at anyone can join in the world. It is an open platform for the
publicin distributed across all the participants. It is adapted by many organizations
asitis open to public. It requires substantial computing power and security is weak.

Public Blockchain network is used for exchanging cryptocurrency such as Bitcoin. Cryptocurrency
is a type of digital currency used by people to make direct payments to each other through an

online system without the need for a bank.

Private Blockchain Network

Private Blockchain Network is managed by a single organization or private business. Public access
to private Blockchain network is restricted. Organizations or private businesses can customize
user access and authorization as it is administered by a single entity. It is more secure compared

to public Blockchain network.

Private Blockchain networks are often used by businesses, organizations, and government
agencies to implement secure and transparent record-keeping systems s

\ v/;)i l”\)
Peﬂ'nlSSiDﬂeﬂ mmain Hetwork ‘v»m". . 7“ ﬂ/ - \ \\| / /// :'; !’:,‘» __9\\:"
Permissioned Blockchain Network is generaﬂy set un by‘ argamiatmns who have built a private

Blockchain network. In tlfijs"‘ netwoﬂc\ "'bm}\autharﬁzed individuals are allowed access and can

perform or view transag}il oh In fhls Case anyone who wants to join needs permission. It is a safe
and secure nemk&hﬂ Es advantage of better transparency.

F*ermlssmned \Blm:kcham networks are used for a variety of applications like supply chain
management, trade finance and c.2aring and settlement of financial assets.
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Consortium Blockchain Network (| ||

Consortium Blockghaj ,\v.l"|N§iu@|“*l€§“”5r'é permissioned Blockchain networks in which multiple
organizations ai‘é“\ﬁésb‘dﬁsible for managing a single consortium Blockchain network. It is more
complex to set up because it requires collaboration between several organizations or businesses.
Itis safe and secure network.

Consortium Blockchain networks are suitable for finance and banking, insurance and asset

trading. Banks also use it to form a group that collects and stores needed information on all
debtorsin a database. ‘

5.4.3 Transaction Process on the Network

The Blockchain technology allows individuals to directly make deals with each other without
involvement of intermediaries such as bank or government. Each transaction is verified by the
participants in a peer-to-peer network. When a deal is made between two participants, the
transaction is permanent. It is added to the ledger and is irreversible. Blackcl{lgjﬁ\facilitates
faster transactions than traditional databases as there are no jnteqtﬁéﬁiaﬁﬁ@ﬁtﬁé%hain uses
decentralization of data. The data is stored in@il}i&ﬁ«gﬁtﬁwﬁk\g\};'r‘;&‘giié@i??'iﬁé world that are

connected to the Blockchain. M\ \\

\1 |
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Unimaginable qmp\iﬁ\d_ﬂ&‘dévices are interconnected all over the world. These devices collect
and exchange vast amount of data through sensors which is vulnerable to Cyber-attacks.

Therefore, it is crucial to take security measures against Cyber-attacks such as hacking and
breaches.

The decentralized ledger systems of Blockchain technology provides transparency and immutable
recording of transactions. Blocks containing information about transactions linked together
through cryptography store and transmit transactions in a more secure format. Blockchain
technology does not allow transaction data to be altered.

The integration of loT and Blockchain technologies allow to enhance the overall performance and
reliability in managing the loT networks. Moreover, the merger of loT with Blockchain provides
faster communication between the devices as it does not require intermediaries.

Integration of loT and Blockchain
technologies are providing security
and enhancing connectivity in many thain N )

areas including supply chain, energy .;‘ AN e )
grid, healthcare, automotive sector, | —, ; 4 '
agriculture, and water management!
as show in Fig.5.10,.. RN ol |

\
\

Supply

NINAN

Fig 5.10 - Applications with integration of loT and Blockchain.
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5.6 Stakeholders IntErests in Al Systems

Artificial |l'ltEﬂlgEI'1(F&j ’Al) is a hranch of computer science to make computer-controlled machines
that can in!qéll l-:-ntly perform human-like tasks. Using Al- based machines is like fixing an
intelligent brain in the machines that has decision-making capabilities to solve complex
problems.

5.6.1 Stakeholders in Al Systems

Stakeholder is an individual or a group who are affected by Al system or have interest in its social
impact. Al is transforming the world in various areas but it also poses ethical, social and legal
challenges that affect the stakeholders. Stakeholders may be end users, developers, customers,
suppliers, employees, regulators, funders, owners, policy makers and the community.

5.6.2 Positive and Negative Impacts of Al Systems

The decision-making capabilities of Al are replacing guman-decision making across all the
industries. Al is like we have installed an intelligent brain in the cumputer\that can make
intelligent decisions to solve complex problems Howgverz théi;ev I‘E no ggaranfee that all the
predictions make by the Al algunthrps wﬁb b/e cUrrect e{s thkse are based on data pattern and

yyyyyy

machine learning. Theref;:re} we \t;an\s

Positive Impact of Al Systtmi_\
c Unhlaseg ﬁmﬁiﬁﬁ»\ B

Decisions m Ee by Al are based on reason and logic rather than driven by emotions. Therefore, it
does not have biased views. For example, Al-based recruitment system will hire job applicants
based on their skills and qualification, not ethnicity or demographics.

@ Around the Clock Availability
Al systems can work 24x7 without any breaks with high efficiency and accuracy which is not

possible for human being. For example, online customer support Chatbot can provide assistance
to customers anytime around the clock by answering their common questions.

¢ ZeroRisk

Al robots can perform many tasks to overcome risks in hazardous environments such as defusing a
bomb or in manufacturing facility.
© ReductioninHuman Error A
Properly programmed Al systems reduce human errors apd p(mv‘iﬂe hi&haccuracy in performing
various tasks. For example, robotic-surgery- systems‘-.,v can perfafm complex operations with
precision ensuring patient’s safety and he.‘aghc;are
Negative Impact of Al Systems || "

© Less Creatj I/ity[ wﬁnle:unotmns

Al systems c*‘annot be creative in decision-making. Al does not have the ability to experience




emotions or personal connections. Al relies on algorithms and ;:ia\l;yip’pﬂu\ to @al/sedemmn, while
human creativity is influenced by experience, emotionsarid imagination.Humans have the ability
to generate ideas for innovation and prggréisﬁ{ii:h isnot possible with Al.

O\l s

e

¢ Lackof Employment

Robots are bei \qf\tlj:\\éﬂ' in-various industries to replace humans which may increase
unemplnyment\.igg EJ(é‘mple, robots are replacing humans in manufacturing industry. Robots are
also replacing humans in hotels by carrying out tasks such as cleaning, restocking bathrooms
supplies, checking rooms and luggage transportation.

< hical and Moral Concerns

It is difficult to incorporate ethics and morality into Al systems. People are concerned that one
day, Al may grow uncontrollably and eventually destroy humanity.

€ HighTo *

Creating machines that simulate human intelligence is very costly as it requires plenty of time,
resources and also latest hardware and software.

5.6.3 Conflicting Requirements of Stakeholders in the Development of Al
Systems

Al application developers have to cnnsider/ ~
and manage many conﬂicting\

A [ \ \ M ‘
requirements of stakeholde@.\\tq\fa\@\

failure of the resulting 5oft "‘a\té"r'*

—

Stakeholders ﬁwmiﬁieﬁmn of a

specific are ch as, healthcare,
education, supply chain, marketing, etc.,
may have many diverse expectation,
desires and goals in conflicting situations.
Conflicts among the stakeholders should
be resolved, not suppressed. Conflicts in
requirements between different
stakeholders are unavoidable. They o
express their views or disagreements on | Fig5.11 holders conflict in the developfhent
some decisions or values proposed in an Al R, ki, sl e
application. Different stakeholders may

have similar needs but may differ on how to implement them. Conflicts can be due to different
interpretation or understanding of the given problem. Conflicting req/gjgems_q;%gﬁg‘;x%(eholders
make the developers' task of Al application design more dwfﬁ/ciu\ltg,s'tpféyha\wfgum \satisfy all the
stakeholders. A O AN ONN [~
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¢ Internet of Thl[\ 5 (IoT)\ is, made'up of two words, that is, Internet and Things. Things
here. m?F ﬂphﬂbswcal devices such as, smart mobiles, smart watches, smart security
systems, medical sensors, home appliances, smart light bulb, smart door bell, smart
door lock, smart TV, etc. Internet is through which these devices are connected for

L communication,

| ¢ Wireless Sensor Network (WSN) is a network of physical devices, appliances, machines

and physical objects that can communicate through wireless channels. The devices of a
WSN are embedded with sensors and software.

| ¢ Environmental Sensors are used for measuring and monitoring environmental
conditions. These include sensors such as temperature, humidity, air quality, air
pressure, wind speed and light sensors.

Industrial Sensors are used for measuring and monitoring of physical quantities in
manufacturing process. These include heat, pressure, gas, vibration, wsco;lty, fluid flow
and magnetic field sensors. oo /;wf-{ V(L

¢ Motion Detection Sensors are used, {)o detect\ mavem%t o‘?fhurﬁans or objects in its
surrounding. These are commorw used to’ pl‘e\v*ent unaﬂtbbnzed movement in restricted
areas. Theselncludemtratuntc pmiimity,ﬁbration Passive Infrared (PIR) sensors.

Cloud Eomp {} l[s an |'Jl' 1nfrastructure that provides data storage, databases, servers,
nemgrﬁin fa pplication software services over the Internet.

¢ In Public Cloud computing model, resources are owned and operated by a cloud service
provider instead of being installed in-house on local devices. The resources that are
delivered to businesses and organizations over the Internet include servers, software
and storage. These resources are managed and maintained by the cloud service
provider.

€ Private Cloud computing model runs on a privately owned IT infrastructure that is used
inside a single organization. In other words, cloud computing is dedicated to a single
organization. This computing model requires huge investment as opposed to public cloud
computing model. The user organization is responsible for the operation and
maintenance of infrastructure (hardware, software, network, etc.).

o & T A e ARl R Rt T Y —
o] o

_ T

& Community Cloud model is a cloud infrastructure that provides access and services to
multiple organizations to share information. It is sumable for orgamations who have
common concerns or needs such as apphcatmn securlty pbﬁf;y, mission and compliance
considerations. It is owned, manageﬂ#ndnperated by, ohe or more organizations in the
community or a thlrdpan;y ~ N\ \

& & Hybrid Cloud is a T:ornbinatmn of public and private cloud. This cloud computing model
J
‘“\ \”\“ “\“ '

™
. ‘ . L
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uses technology that allows data and a@phcatmns tof be&hared between public and
private clouds. Hybrid cloud is ;mmb)natm:m, of publit and private cloud. This cloud
computing model uses(technamgy th\akall\ows data and applications to be shared
between public anc( yate"'-,_ clouds.

© Big Data\qﬂﬁ\yt\cs is toncerned with collecting extremely big data from various
resources and using analytics software to find out market trends, patterns and insights.

@ loT Communication Protocol is a set of rules that govern how data is transferred and
understood between physical devices, sensors and the end users. Protocols provide
exchange of information and methods of connection between loT devices and end users.

© Embedded Systems are small electronic devices which are combination of hardware and
firmware. Firmware is software that is permanently installed in a device or electronic
machine. Embedded systems have a microcontroller or a microprocessor that controls
the operation of embedded system through firmware.

© ABlockchain is a'digital ledger (database) of transactions that is shared and maintained
by network users. The ledger is a list of continuously growing records, known a blocks.
The blocks are chained together using cryptography. Cryptography e hat the

transaction data is secure and immutable. / /\ G Q »U uJ
. \o

© There are different ways of bu“dmig/&\ cha ﬁ\ﬁ/\ Iits Th se are public, private,

permissioned and cnnsu@tﬁ o all these networks is to share the
ledger among all the paiﬂiﬁ% ckchain.

o - Public Bl Wwé is one that anyone can join in the world. It is an open
‘ platform the public in which data is distributed across all the participants. It is
adapted by many organizations as it is open to public.

e Private Blockchain Network is managed by a single-organization or private business.
Public access to Blockchain network is restricted. Organizations or private businesses
can customize user access and authorization as it is administered by a'single entity.

© Permissioned Blockchain Network is generally set up by organizations who have built a
private Blockchain network. In this network, only authorized individuals are allowed
access and can perform or view transactions.

© Consortium Blockchain Networks are permissioned  Blockchain networks in which
multiple organizations are responsible for managing a single consortium Blockchain
network. It is more complex to set up because it requires collaboration between several
organizations or businesses.

,\/:\' :

[ -] 'Cryrp\tn::gr;alz)h'g.vr is technology that protects mfnrmatmn anq & mn m(atkans hy "codmg it
~in such a way that only those for whmm it s mtefm:leq ¢an/read ‘and. process it.
Cryptography provides copﬁdennath‘ty, Al n\ttgrﬁ: m@authent&éatwn

~ |"‘§-\I:\\ - \ \ - .



1. Fluid ﬂov}sdnsur usat’yﬁé of:

a) Environmental sensor b) Industrial sensor
c) Motion detection sensor d) Climate control sensor

2. The cloud model that provides services to multiple organizations is known as:
a) Public cloud b) Private cloud
c) Community cloud d) Hybrid cloud

- 3. The cloud model that provides best security of data is:

a) Publiccloud | b) Private cloud
¢) Community cloud d) Hybrid cloud

4. Exchange of information between loT devices and end users is provided by:
a} Cloud computing b) Bigdata analytics
c) Embeddedsystems d) Cumm\qnitaﬁonwﬁmcals

e Y ,

o \O

5. The Blockchain network that is mostdi,f-ﬁcult to~s tupﬂs.-.,v\ | (EA3€
a) PublicBiockchain network

") \\_b)_Private Blockchain network
c) Permissioned Blnckchairr netwwlb\ -~ " d) Consortium Blockchain network
6. The ﬁlockc\hakimﬁﬁwqu that is open for everyone to join is called:

\ 'x-"
>

a) Phﬁhu Blm:kchaln network b) Private Blockchain network
c) Permissioned Blockchain network .d) Consortium Blockchain network
7. The sensors used to prevent unauthorized movement in restricted areas are called:
"~ a) Envirnoment sensors b) Industrial sensors
c) Motion detection sensors d) Resticted area sensors

8. Sensors used for measuring humidity, air quality, air pressure, tempreture and wind speed
are called:

. a) Envirnoment sensors b) -Industrial sensors
c) Motion detection sensors d) Measurement sensors

9. Software that is permanently installed in an electronic machine is known as:
a) System software b) Application software
c) Machine software d) Firmware _

10. Adigital ledger of trasactions shared and maintained b:r.r nemork users s\cal{ed
a) Database v ' \'Acmuntmg snftware
¢) Blockchain D\ “d) Network ledger
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"m’ Give short answers to the followmgﬁhgrt Respnnse
How loT can enhance our dai!@t‘ife ~ -\
Provide 3 examples of WSNs used ln lnTsy:stem
. Differentiate b\e{n!gﬁQ pﬁ ¢éctoud model and private cloud models.
What is Blockc\}é\in? Why data stored in a Blockchain is secure?
wWhy integration of Blockchain and loT is beneficial?
Define permissioned Blackchain network,
F 'r?'
“pw Give longanswers to the following Extended Response Questions (ERQs).
1. What is Blockchain technology? Describe in detail how transactions are processed using
Blockchain technology.
2. Briefly explain the role of following technologies that enabled loT.
a. Cloud computing b. Communication protocols  ¢. Embedded systems

3. Criticize the negative impacts of Al systems in the domain of education and learning of

o AW

students. _ ' =0 AN \Q
4. Examine the reasons behind the conﬂlctmg requmemeq g@’»jehﬁ?}iérs during the
development of Al systems. \ A\ f(\ \T\ f

5. Consider creating a cuttmg ﬁ We {arnlng The priorities of teachers,
\q ér Ho

learners, and pmgram w would it help to make the new language
learnmg syste rporatmg the varying priorities? How can Al be added to it?

( # Aég;;tyi J

r Take an example of an IuT application and identify how each component of connectivity, pm-cessing,J

Al, cloud computing, and battery power enables that application.

e i e cmaEres e e AaAr e o ——

S ———— R—

’?A. I Activityz \

Have the students work through a Blockchain apphcatlon where the students act like Blockchain users
[and maintain a ledger through their peer-to-peer netwo rk in class.

—

Have a f'tlscussmn in class where you divide the class into groups. Each group is further dwlded into

| three roles where one role represents advertisers that are trying to sell the;tprcducts an a socuat
media platform, the second role is using social media to connect mth}ftengs' ;njd thed:hh’d role is the

| developers who is trying to sign up more users and trirmg /ta get thé em\shhg ps\erf to spend more time

l on their application. Help the dlscuss10n unhow ch I'Ql,E ha‘:-’d\fferent Expectatmns from the Al

{\algonthms bemg used in the apphcat-" e N

-
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